Online Safety Acceptable Use Agreement
for Staff and Governors

To ensure that members of staff are fully aware of their professional responsibilities when using
information systems and when communicating with pupils, they are asked to sign this code of
conduct.

I have read the online safety policy and am in agreement with my designated
responsibilities

0

0

0

I will only use the school’s email / Internet / Intranet and any related technologies for
professional purposes or for uses deemed ‘reasonable’ by the Head or Governing Body.

I will comply with the ICT system security and not disclose any passwords provided to me
by the school or other related authorities

I will ensure that all electronic communications with pupils and staff are compatible with my
professional role.

I will not give out my own personal details, such as mobile phone number and personal e-
mail address, to pupils.

I will only use the approved, secure e-mail system(s) for any school business.

| will ensure that personal data is stored securely and is used appropriately, whether in
school, taken off the school premises or accessed remotely.

I will not install any hardware or software without permission of the Network Manager.

I will not browse, download, upload or distribute any material that could be considered
offensive, illegal or discriminatory.

I will only use school equipment to take photos of pupils and/or staff; they will only be taken,
stored and used for professional purposes in line with school policy and with written
consent of the parent, carer or staff member. Images will not be distributed outside the
school network without the permission of the parent/ carer, member of staff or Headteacher.
All images of pupils and staff that have left the school will be deleted from the school
system within two years.

I will support the school approach to online safety and not deliberately upload or add any
images, video, sounds or text that could upset or offend any member of the school
community
| understand it is my duty to support a whole-school safeguarding approach and will
report any behaviour which | believe may be inappropriate or concerning in any way to
the Designated Safeguarding Lead
I understand that school systems and users are protected by security, monitoring and
filtering services, and that my use of school devices (regardless of time, location or
internet connection) and networks/platforms/internet/other technologies, including
encrypted content, is monitored/captured/viewed by these systems and/or
relevant/authorised staff members.
I will not store school-related data on personal devices, storage or cloud platforms. USB
keys, where allowed, will be encrypted, and | will only use safe and appropriately licensed
software, respecting licensing, intellectual property and copyright rules at all times
| understand that | am a role model and will promote positive online safety and model safe,
responsible and positive behaviours in my own use of technology, including social media, e.g.
by:

e not sharing other’s images or details without permission

o refraining from posting negative, threatening or violent comments about others,

regardless of whether they are members of the school community or not.

I will not contact or attempt to contact any pupil or to access their contact details (including their
usernames/handles on different platforms) in any way other than school-approved and school-
monitored ways, which are detailed in the school’'s Online Safety Policy. Online Safety Policy
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[J 1 understand the importance of upholding my online reputation, my professional reputation and that of
the school), and | will do nothing to impair either.

0O 1 will ensure that my online activity, both in school and outside school, will not bring my
professional role into disrepute.

O | will support and promote the school’s Online-Safety and Data Security policies and help
pupils to be safe and responsible in their use of ICT and related technologies.
O 1 will supervise Pupil accessing the Internet at all time.

00 I understand this forms part of the terms and conditions set out in my contract of
employment.

[0 1agree to adhere to all provisions of the School Data Protection Policy at all
times, whether or not | am on site or using a school device, platform or network,
and will ensure | do not access, attempt to access, store or share any data which
I do not have express permission for. | will protect my passwords/logins and
other access, never share credentials and immediately change passwords and
notify [ school network manager ] if | suspect a breach

When contacting families to keep in touch:

00 I will use the school phone system when possible, if not possible | will block the
number of a personal phone. | will make a note of the call and any action points
on the communication log on the school server. | will alert a senior member of
staff to any concerns.

00 1 will contact pupils through the parent/carer’s phone, unless this poses a
safeguarding risk, ensuring that a parent/carer is with the pupil and record the
call on the communication log on the school server.

O 1 will call within school hours where possible, or immediately after school.

00 I will use my school email address to communicate with families, | can
communicate with pupils through their JCS email address. | will log all emails and
relevant actions on the communication log on the school server. | will raise any
concerns with a senior member of staff.

Using zoom, teams, skype or other virtual meeting system:

00 I will not communicate with families or pupils outside of school channels, e.g.
using personal systems such as email addresses, Facebook or phone numbers

O 1 will only use school equipment to undertake such sessions.

If the member of staff is at home:

0 I will sit against a neutral background, | will not be in my bedroom, | will be
dressed appropriately as if at school.

[0 1 will double check that no other tabs are available for pupils or families to see

O 1 will use professional language.

00 I will book the meeting/session with families/school before hand and inform a

member of the Senior Leadership Team.

| will ensure that a responsible adult is with the pupil/s and inform them that they

should be in an appropriate room and dressed.

O If I have any concerns, | will inform the family that | will be recording the sessions
and pass onto a member.

O

If the member of staff is at school:

O 1 will inform parents/carers to be mindful that other children will be able to see or
hear them and anything in the background; and that anything of concern will be
reported to a senior member of staff.

O 1 will ensure that the sessions involving pupils joining a lesson are clearly
planned in advance and senior members of staff are informed and approve the
sessions.

0 1 will ensure that there is at least one more member of staff in the session for
safety.

00 1 will double check that no other tabs are available for pupils or families to see

[0 1 will use professional language.
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User Signature

I have read, understood and agreed to this policy. | understand that it is my responsibility to
ensure | remain up to date and read and understand the school’s most recent online safety /
safeguarding policies. | understand that failure to comply with this agreement could lead to
disciplinary action.

Signature ... Date .....coovvvininnns

FullName ..., (printed) Jobtitle . . . .......... ... . Ll

| take this opportunity to give Permission for the school to use images of myself appropriately in
school publications and on the school website.

Signature.............o Date ...oocevvvnininnnn.
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